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Fix Your Settings! 
 

Facebook can be a scary place with the hackers sending us viruses, malware, 
creating duplicates account of us, so you need to be safe as much as you can 
be.  This document will have you go through your privacy settings and put 
everything into perspective.  Now, I can’t promise this will help you to be 
100% safe but it will make a difference. 
 
Words of advice 
 
Watch when you are commenting on posts that you check what the privacy 
setting on that post is set to.  If it is a picture of a “world” it is set to public, so 
you need to decide if you want your comment to made visible to anyone. 
 
Before accepting friend requests, please click on their picture to go to their 
profile and “creep” them.  Be comfortable with what you see or don’t see for 
that matter, before you accept them.  Be wary, even if you have mutual 
friends, it may still be a fake account. 
 
When you are posting your own posts, think twice about how you are setting 
your privacy setting on it, is it “public” or “friends”? 
 
 
Embrace the learning!! 
 
P.S.  All these tips have been done using the web version of Facebook, not 
the Phone Apps, therefore there may be different steps to follow.  The Phone 
Apps vary from phone to phone and are not completely compatible with the 
web version of Facebook.  I would encourage you to have a look from your 
computer while working through this. 
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Understanding Settings 
 

Most people don’t realize the different settings that are available in 
Facebook, which ultimately can determine how our privacy is affected.  We 
will never be 100% protected BUT at least we can try and do what needs to 
be done, so that we feel somewhat comfortable using Facebook. 
 
In this document, you will find account settings that I feel you should look at 
and determine if you need to change them, along with some that many 
people have asked me about. 
 
 
All your account settings will be found under 
the drop down arrow at the top of Facebook, 
then “Settings”. 
 
Once you go into your “Settings”, you will 
find many different options available to you.  
We will be going through some main ones, 
that I believe we should have set up. 
 
 
 
 
This is a visual of the elements listed down the left hand side for the different 
categories available to you. 
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Do you have a NEW Email? 
 
If you have changed your email address and want to change it in Facebook, 
under the “General” tab, click on “Contact”. 
 
Click “Add another email or 
mobile number”. 
 
You will then add the new email 
address and once you have 
closed that box, you will need 
to go back in and choose the 
NEW email address as the 
primary address. 
 
At that point, you will be able to 
remove the old email address. 
 
 
As a side note: 
Did you know that you can download a copy of your Facebook Personal 
Profile, including all of your photos?  In case something ever happened to 
your Facebook account, it would be great to have everything you have 
uploaded to Facebook. 
 
Under the “General” tab, look towards the bottom for “Download a copy”, 
click this and start the download.  Once completed, you will receive an email 
from Facebook with a link to click to finalize the download.  It will download 
a zip file that you can then extract all the files within in. 
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Security and Login Tab 
 
There are many elements here, but I am only going to address a few of them.  
 
Passwords 
 
I can’t STRESS enough, how 
important it is to change your 
password on a regular basis 
(every 3-4 months is what I do), 
so please make this a habit. 
Think about using a capital 
letter, numbers and a symbol within your passwords. 
 
 
Where you’re logged in 
 
We have an option 
to view, as often as 
we like, where we 
have logged into 
Facebook.  What is 
great about this 
option, is that if someone was trying to get into your computer, it would 
show that location.  Therefore, when you don’t recognize a location, you can 
force it to be logged out!! 
 
If you see something that you DO NOT recognize, please click on either “Not 
You” or “Log Out”, to force the source to be logged out and THEN CHANGE 
your password!! 
 
P.S.  Make sure to click the “see more” button to open it up for more 
locations. 
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What do I do if I get locked out of Facebook? 
 
Did you know that there is an option available to us that we can give 
permission to Facebook to contact 3 individuals to ask them personal 
questions about you, and when those questions are answered, a number 
code will be released to them.  In turn, they provide you with the number 
and you can enter it into Facebook to get your account unlocked. 
 
Under “Setting up extra security”, click on “edit” and add 3 people.  Please 
make sure that the 3 people you choose, really know you personally so that 
they can answer the questions that Facebook sends. 
 

 
 
 
Privacy Tab 
 
Depending on how you are working your personal profile, will determine 
how you work this specific tab. 
 
If you DO NOT want the public seeing all your statuses, click on “Who Can 
See My Future Posts” and change the privacy setting to be set to “Friends” 
Click “edit” and change within there. 
 
 
 
 
 
 
 
 



Page | 7  
 

Who can see your Friends list? 
 
Here’s the deal…..when someone gets hacked and you have your friends list 
visible, the hacker has access to message or friend request every one of your 
friends…..so PLEASE set this to “only me” and HIDE your list. 
 
 
 
 
 
 
 
 
You also want to look at the following settings and change them accordingly, 
depending again, on how you want people to see them. 
 

• Who can send you friend requests 

• Who can look you up using the email address you provided 

• Who can look you up using the phone number you provided 
 
 
 
 
 
 
 
Click on “edit” next to each element to change the privacy setting to what 
you are comfortable with.  
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Timeline and Tagging Tab 
 
ONE of my FAVOURITE features is located under this tab!! 
 
For all the elements that are shown in this picture, I would encourage you 
have them set to “friends”. 
 
 
 
 
 
 
 
 
 
 
 
Okay, so think about this……..you are out having a fun time with your friends 
and they start taking photos BUT these are photos that you don’t want your 
family to see.  Your friends upload the photos into Facebook and tag you in 
them, which in turn, puts them out on your personal profile for all your 
family and friends to see NOOOOOOOOOO 
 
Introducing the BEST 
feature around, 
“Review posts you’re 
tagged in before the 
post appears on 
your timeline”!!!!  
LOVE LOVE LOVE 
 
 
 
 
 

Favourite 
Feature 
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Click on “edit” next to this option and on the drop down 
arrow next to where it says “Disabled”, change to 
“Enabled”, VOILA!! 
 
You will NOW receive a notification from Facebook 
when someone tags you in a post for your timeline and 
you get to decide if you want the post to show or hide.  WOO HOO!!! 
 
 
 
You can set the same option for when people want to tag themselves in any 
of your posts.  This will allow you to decide if you want that post released to 
their timeline and friends. 
 
Review tags people add to your posts before the tags appear on Facebook 
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Notifications Tab 
 
Many, many people contact me to find out how they can STOP all the emails 
they are receiving from Facebook (you can thank me later with this feature). 
 
Under the Notifications tab, you will see “Email”, click on the “edit” button 
next to this. 
 
 
 
Then choose, “Only Notifications About Your Account, Security and 
Privacy”.  ALL emails will stop!! 
 
 
 
 
 
 
 
 
 
 
 
As a side note:  You will also find under the Notifications Tab, where you can 
turn off notifications for the groups you belong (look under “On Facebook”).  
Be sure to check that out!! 
 
  

Be sure to check 
out the tab 

“Public Posts” 
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Apps Others Use 
 
This is probably one of my biggest pet peeves when it comes to privacy, so 
PLEASE make sure you do this one. 
 
Click on “Apps” listed down the left hand side of your Settings Tab.  Once in 
here, scroll down and click on “Edit” under “Apps Others Use”.   
 
 
 
 
 
 
 
 
 
 
 
 
 
What you are visually seeing here, are checkmarks next to certain personal 
information that you have available in Facebook.  Now, once your friends 
start using the different Apps, and ultimately give permission for those Apps 
to go through their friends’ lists, they find you and anything you have a 
checkmark next to, means you are giving permission for that App to have 
access to your personal information.  PLEASE UNCHECK EVERYTHING!!!! 
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Now, let’s talk about your personal profile.  There are some elements on 
here that may be set to public without you even realizing.  The BEST way to 
check this is to go to your 
personal profile and at the 
bottom of the cover photo, to 
the right, is 3 dots (possibly a 
drop down arrow), click this, 
then choose “view as”.  
 
What this will do is take you 
into “public” mode, showing you what your profile looks like to the public.  
This means, anything you see in this mode, the public can see.  For example:  
Profile Pictures will show up under the photos section.   
 
As you scroll through this view, you then need to determine what you want 
shown to the public.  If you are seeing any photos visible, then click on the 
photo and change the privacy setting within that. 
 
Click on the photo, then click on the “world” and “edit privacy” 
 
 
 
 
 
 
 
 
 
P.S.  You will need to do this for each photo that is showing up in public view  
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While you are in “view as” mode, any posts that you see, you will need to 
determine if you want them to be set to public.  In some cases, you will not 
be able to change the privacy setting if the post originated from someone 
else, otherwise you can change the privacy setting. 
 
To change the privacy setting, click on the date that you see and this will 
open the post up.  Within here you will be able to change the privacy setting. 
 
 
 
 
 
 
 
 
You may notice that when you are in “view as” mode, there are elements 
showing under the “About” section down the right hand side, under your 
profile picture. 
 
It is important to go through each category/section on your “about” tab and 
change the privacy setting to what you feel is best. 
 
As you hover your mouse to the right of each element, under each tab, the 
privacy setting will pop up, then you can click on it to edit. 
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And……one last step that I want you to double check.  Now, this step is really 
about what you are showing to your friends.  Everytime we do anything on 
Facebook, it will save certain elements under “sections”.  When your friends 
visit your profile and click on the “About” tab, as they scroll down, they will 
see each of these sections.  You may not want them to see what other things 
you are doing on Facebook, so you need to go through and uncheck the 
sections you do not want visible. 
 
Click on the “more” button under the 
cover photo, then “manage sections”. 
P.S.  Some sections you will not be able 
to hide 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The privacy settings that I have provided in this document, will help you feel 
somewhat a little safer, as well as release some frustration.   
 
Be sure to visit my website for FREE Downloads, always learning. 
 


